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Ref No: OOEHS/Cir/177/ 2021-22

June 06, 2022

Circular to Parents: Guidelines for Students — CYBERFRONT FAQs

Dear Parents,

Greetings!!!!

IGCSE — R1 to S5 and CBSE KG1 to Grade 12

Please find attached user guide and the following FAQs for the CyberFront - Anonymous
Reporting System for your guidance and easy reference.

CyberFront is an Anonymous Reporting System where an
individual can report a relevant incident anonymously.

What is »  Cyberfront is an independent application from all other school
CyberFront? systems and applications.
*  CyberFront hosts a 2-way communication between an
anonymous reporter and the School Authority / Designated
Official while protecting anonymity.
Why CyberFront? At times a school member (Student, Staff, Parents, or Community

Member) may want to report an incident or an online safety incident
while keeping their identity anonymous.

From where can 1
access CyberFront?

CyberFront can be accessed via the school website:
www.ourown.school > Online Safety > CyberFront or
www.ourown.school > CyberFront

The school website only contains the link to access CyberFront.
You will be redirected to the CyberFront application, running on
an independent system, on clicking either of the links.

What is CyberFront
not?

CyberFront is not for daily, regular, internal, external, or activities —
standard protocols as shared by the school to be followed for such
incidents.

What happens after
the submission of an
incident on
CyberFront?

The reported incident is accessed only and directly by the School
Authority / Designated Official.

The incident will be checked, reverted, and investigated as
applicable by the School Authority / Designated Official.

If needed, the school authorities may contact school members
(Students, Staff, Parents, or Community) for better understanding
and fair investigation during the investigation.

The School Authority / Designated Official will not share all the
contents of an incident reported via CyberFront incident with the
school members directly.

Suppose any content has to be shared (for example, screenshots
of an incident). In that case, the School Authority / Designated
Official will share only that particular image or extract text from
the comments only for investigation.

Incomplete information may take time for closure.
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What are the various
statuses of an
incident?

Submitted: An incident is submitted.

Returned: More information/evidence is needed from the
Anonymous Reporter.

Re-submitted: The Anonymous Reporter has replied with more
information/evidence.

Investigation: An investigation is underway.

Resolved: The investigation is complete, and further action is
taken if required.

Closed: The Incident is closed.

What are Returned
Incidents?

The anonymous reporter may be asked for further evidence via
the same Incident Report if required.

When more information is needed, the Incident status is updated
to “RETURNED,” requesting more information or evidence.
When a “RETURNED” incident is replied to with the required
information, the status will be updated to “RE-SUBMITTED”
and verified by the School Authority/Designated Official for
further processing/investigation.

What happens when
an Incident is closed?

An incident is closed when the incident has undergone
investigation, action is taken, and closed.

The school authorities/the Designated Official will update the
Anonymous Reporter about the closure.

The School Authority/the Designated Official will not share the
action taken with the Anonymous Reporter to respect the
process, procedure, or identity of the person/s involved.

What happens if you
forget the Incident ID
and/or Password?

Usually, a password or ID recovery involves retrieval or resetting
via a registered email or telephone number.

CyberFront is an entirely anonymous reporting system that does
not ask for personal details. CyberFront cannot reset passwords,
nor can an Incident ID be sent via email or any other
communication method.

Even if an anonymous user cannot log in to view the incident
report, the incident will still be under investigation, review, and
followed up by the School Authorities/designated Officials.
Suppose the incident is critical, or you wish to follow up. In that
case, you may register a new incident and mention that you have
forgotten the earlier Incident ID/Password and mention all
relevant information.

With kind regards,

L
?b/;é N\t

Dr. S Reshma,

Principal/School Director
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